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06/14/2016-14:18:25 ~ [192. 186.94.58:59408] - Connection Closed[Comnection closed st client side.], Total Data Sent[858.00KE], Total Time[L.123s], hverage Speed[T0. T4KB/:]
06/14/2018-14:18:34 - [192. 168 94.58:59407] - Wew cormection found

06/14/2015-14:19:34 ~ [192 166,94 58:53407] - Connection Clozed[Data semding finished], Totsl Mata Sent[43 14MB], Tatel Time[S0 123s], Aversge Speed[836 91KE/s]
06/14/2018-14:21:25 - [192. 165.94,59:44016] - Mew eennection feund

06/14/2016-14:21:27 ~ [192. 186.94.58:44018] - Connection Closed[Comnection closed st client side.], Total Data Sent[944. 00KE], Total Time[L.217s], hverage Speed[T75. BEKE/:]
06/14/2018-14:21:58 - [192. 168 94.58:44017] - Wew cormection found

0E/14/2016-14:22:00 - [192. 168.94.58:44017] - Connection Closed[Connection closed at client zide.], Total Data Sent[l.0BMB], Total Time[1.248s], Average Speed[8T1. T3KB/s

S2: miihi“start”, WA AT LLE R P H EEE . JHEIL“HTTP Server started
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successfully” , RERCOEIERNII T, W & “update” . B&SHINEE,

r - = — = ~
£ GSUpgradeTool Euﬁ
. =
B stop EI Exit @ About
Device Type GDS
Firmware Directory D:\[&Ei e \G0s11.0.3.32
Firmware Server Path http://192. 168,94.9:80/
Seri... Model Mumber Version M., Device Name P HTTP Port RTSP Port Mac Address User Name Check User... Password Check Pass...
i m 1 DOORCAM GDS3710 1.0.3.32 GDS53710 192.168.94.58 443 554 00:0B:52:AB:AE: 48 admin Valid JRGEH Valid
M
A
I
4 [ m b
i SelectAl | [ Deselect Seach | [ Upgade Clear Logs
0B/14/2016-14:15:35 - HITF Server Ready
06/14/2018-14:15:35 - HITP Server started successfully. Firmwars Directory [C:\UsersiLenovo\appDataiLocal\Temp\Rar$EXal. 106MGSUpgradeTooll, Port[80], Maximum
Connection Fumber [S000].
068/14/2018-14:1T:02 - HITF Server Stopped.
0E/14/2018-14 1T:02 - HITP Server started smecessfully. Firmware Directory [0 \ERFMRARAGIS\L 0 3 321, Port[80], Maxinum Cormection Nunber [5000]
BFTA7C0T0- 14, 17 41 = Device uperade and rebool in pregress. LT may take come fime laboul © mimutes), Pleace be patrent and o mof chuldown The program.
068/14/2018-14:15:24 - [192. 183. 94, 58:59408] - Hew connection found
06/14/2016-14° 1825 - [182 168 94 58:50406] - Connection Closed[Connection closed at client side ], Total Data Sent[d88 O0KE], Totsl Time[l 123s], Average Speed
[790. T4KE/=].
06/14/2016-14:18:34 - [192. 168.94.58:59407] - Hew connection found
UP: 0.00 B/s DOWN: 0.00 B/s

S3: J+Z5¢
B2 .

S5, BN web TUHI, RG> RGUREEHR “prog A" &

i FRIRE
LB i
FRES GDS3710
B 15heE
BHEE V1.5A
P ZFRE
PINSES 9650001415
S SIP RS
Kernel i~ 1.03.32
B SRS
RootFS i d0aad
& BERE
= 10332 ]
- 5
HEFERAD FTP I8 ETEHE 1 hour 46 minutes
&, 4P
SIPEERE

System Temp

Tampar Sensor

Door Ctrl

HFgin

BFEN2

@y
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<VE>: GDS3705 A #7F TFTP F+4%

3.2.20 e[ SEEAC B K

® HTTP /7 T+

S1: YEf—>Thgt, FHgr ik “HTTP”  (BRIA HTTPS) ; WRASHR 45 4%
PRI HFS S5 a2 10ER42 (UM T A i 1 1P)  HARIEITEA . il
“,f%ﬁ” R

EE

| FEAR HTTP .l

| E=EEsns 192.168.94.11] |

HTTRHTTPS BFE

HTTPHTTPS =13 @&
BEZHIE

EEVHRSE

XMLEETHED ®

HHIFIRSS RRIE

EEnTHERE (D) 10020
EFEDHCP Option 66IESHES i
FEE

BRI v

S2: H A EBF KN E XML UM, S HEH] HFS IRGHH, sl
—N, W EBRE, FFETH.  (HFS RS 8510 1P 75 2 5 s A b 1P — 2,
UK S5 #5110 1P O 192.168.94.11)

MRS G AN HER, & BRI xml XM T EEER, XK
AT IIE E AT o
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[ g HFs ~ RS TERSE 23 beta Build 260 [ESREERTST)
Bma | § #0e0 | 81 SFEsmasEs |
@ THSZSITF hitp//192.168.94,11 /cfgxml 1) SsIz=hR
SR | B
D/ 16:38:34 S EEF: LM
i .5 16:51:53 192, 168, Bd, 5E:4282d 1FR GET /ofg. xml
[l 16:51:63 192, 168, 94, 58:42824 FRET# - 160 B @ 80 KB/s - Fofg.=n
L
A m | »
9o IpHgnt - L %z EE ER. B
&H: 0.0 KB/s A:0.0KB/s

$3: BN web U, AEMRERLTKESE.

® T H GSUpgrade 1%

SLATHF L H, THEMRIIE MBS, &h&HEFRP &S, £
“firmware server path” AbW B HWbE AN A IP. “firmware directory” &%

FoE SR -
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P star

Device Type

Firmware Server Path

B Sstop E—:) Exit @ About
DB R W EE T R Browse

http://192. 168.94.9:80/

Modify

S2:

Seri... Model Number Version M... Device Name P HTTP Part RTSP Port Mac Address User MName: Check User...  Password Check Pass...
IE DOORCAM GDS3710 1.0.3.32 GDS3710 192.158.94.58 443 554 00:08:82:A8: AE: 48 admin walid PR walid
1 Lk} DOORCAM GDS3710 1.0.3.23 GDS3710 192.158.94.43 443 554 00:08:82:9A:43:C8 admin Wwalid e Wwalid

Select &l I l De-Select | Search | | Upgrade | Clear Logs
06/15/2018-17:00:02 - HITF Server Ready.
06/15/2018-17:00:02 - HITP Server £ail to start, was already in service, or port [B0] already occupied
06/15/2015-1T:08:43 - Temporarily unable to stop the service. Fleaze check the loz
06/15/2018-1T:08:43 ~ HITF Server fail to start, was elready in service, or port [80] already oceupied
06,/ 15/2018-1T:06:49 ~ HITF Server fail to start, was already in service, or port [80] already occupied
05,/15/2018-17:07:15 - HITP Server started successfully Firmware Directory [D: 'oemlEEWH\EIEZ{EHER], Port[80], Maximun Connection Humber[S000]
06/15/2016-17:07:21 - Device upgrade and reboot in progress, It may take some time (about 2 mizmies). Please be pstient and do not shutdown the program.
06/15/2018-1T:05:03 - [192. 183,94, 53:55534] - New connection found.
06/ 15/2018-1T:08:03 - [192. 185, 94, 55:55834] - Connection Closed[Data sending finished], Total Data Sent[338Bptes], Totel Time[0.000s], Average Speed[—-]
06,/ 15/2018-1T:08:03 - [192. 168, 94. 55:55835] - New connection found.
06/15/2018-17:08:03 - [192. 168 94 58:55835] - Connection Closed[Data sending finished], Total Data Sent[336Bytes], Total Time[0 000s], Average Spesd[—-]
06/15/2018-17:08:04 - [192. 188,94, 58:55836] - New connection found.
06/15/2015-17:05:04 - [192. 183.94. 53:55838] - Connection Clozed[Data sending finizhed], Total Data Sent[408Bytes], Total Time[0. 000s], Average Speed[-—]
06/ 15/2018-1T:08:55 - [192. 188, 94. 55:32987] - Hew connection found.

s “start”, WA LLVE R M H EEE . JHEIL“HTTP Server started
successfully” , REELEERIN T, MWK A “update” . B&RSHINEE.
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Device Type

Firmware Directory

Firmware Server Path

GD5

D BB PR S TR
hittp://192. 168.94.9:30/

B stop E—:P Exit @ About

-

Seri... Model Number versionN... Device Name P HTTP Port RTSP Port Mac Address User MName: Check User...  Password Check Pass...
m i DOORCAM GDS3710 1.0.3.32 GDS3710 192.168.94.58 443 554 00:0B:82:AB:AE: 48 admin Valid SRR Valid
2 DOORCAM GDS3710 1.0.3.23 GDS3710 192.168.94.43 443 554 00:0B:82:9A:43:C8 admin Valid apaEas Valid
| Select Al 1 [ De-Select | Search ] [ Upgrade } | Clear Logs
06/15/2018-17:00:02 - HITF Server Ready.
06/15/2018-17:00:02 - HITP Server fail to start, was already in service, or port [A0] slready occupied
06/15/2018-1T:08:43 - Temporarily unsble to stop the service. Flease check the log.
06/15/2016-1T:06:43 = HITF Server fail to start, was alveady in service, or port [80] already ceeupied
0B/15/2018-17 06:49 - HITF Server fail to start, waz alveady in service, or port [B0] already occupied
05,/15/2016-17:07:15 - HITF Server started successfully. Firmwere Directory [0 wmlfd S PE\ECEWIHHER], Port[80], Maximum Cormection Humber [S000].
06/15/2018-1T:07:21 - Device upgrade and reboot in progress. It may take some time (about 2 minumtes). Flease be patient and do not shutdown the program.
0B/15/2018-17:08:03 - [192. 168. 94.58:55834] - New connection found.
06/15/2018-1T:08:03 - [192. 168, 94. 55:55534] - Connection Clozed[Dats zending finished], Total Data Sent[338Bytes], Total Time[0.000:z], Awerage Speed[-—-].
06/15/2016-1T:08:03 — [192. 168. 94.58:55535] — New connection found
0B/15/2018-17 08:03 - [192. 168 94 58:55835] - Connection Closed[Data zending finished], Total Data Sent[33BBytes], Total Time[0.000s], Aweraze Speed[---]
06/15/2018-1T:08:04 - [192. 163, 94. 58:55536] - New connection found
06/15/2016-17:08:04 — [192. 168. 94.55:55536] - Connection Closed[Data sending finished], Total Data Sent[408Fytes], Totel Time[0.000s], Awerage Speed[---1.
0B/15/2018-17:08:55 - [192. 168. 94.58:32987] - HNew connection found.
06/15/2018-1T:08:55 - [192. 163. 94.58:32987] - Connection Closed[Data sending finished], Total Data Sent[338Bytes], Total Time[0.015z], Awerage Speed[22. 01KE/=].

<E>: GDS3705 NI HF TFTP F+4%

3.2.21 ARG HE

S1: 4Ed'-—> RGHE, WRSTAMCIHEAM AN 1P, HEZHE DEBUG,

mdr ORI o

FHREE

192.168.94 9

Debug v

$2: gy “ORAF” JE, =FRHATEXEHE, midr a2
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=HE
{FiFRLIN

BNsHisEEESERER T EATW
(FIREENEEERSE?

S3: FEL N Yl e LA R
B, AN oS,

NEIF A . $TIF Wireshark
BiTEE DAl

“Wireshark F#”,
M R

HHE S50 HEY G SH@ G @mEY FEw IR0 2HO
FL (O] R E Cul+K  |C
N | EARTSESE - Cul-f> Cirl+E 0 7 |+
) Ctrl+E
= SR Ctrl+R
IR : *25 A
17 REFEOZZ= F5
| | ") TTocalTema F0, ture-0008825C4C36.peap (FEE8)
C\Users\Lenovo\Docygnents\Tencent Files\2892904499\FileReov\dump.peap (284 KB)
\Users| 14 \Local| Temp | Rar§ DIa0.554\peapl.peap (FEEF)
\ | p \Locall Temp|\RarSDia0.924) 0pcap (FHEE)
C\Users\Lenovo\Doclments\Tencent Files\2892904499\FileRec\1(1).pcapng (15 MEB)
|Users| \AodData) /| Temp |RarSDia0.8¢ (FEE)
FASSET\pHERE. pefipng (3035 KB)
\ | 14 \toah e 150,089 BB2,peap (£HEE)
C\Users\Lenova\D files\ press_doorbutton_no_uopload_to_ftp.pcapng (3952 KB)
C\Users\Lenovo\D il fi peapng (545 KB)
ELE S
- pmpeg (1R ERTEE <] ML interfaces shownt
| ST e W |
@ USBPcapl
@ USBPcap2
@ USBPcap3

S3: 7EN B R e BIE S iEAM (i, S HE M) ip+syslog )

[X]

Source

192.168

Destination

192.168.94

Length  Infe
132 USER.WARNTH!

Jun 14 18:12:48 kernel

[ 2065.997083]

w 2018-06-14 18:12:46.095588 . 0 Syslog 102 USER.WARNING: Jun 14 16:12:48 kernel: [ 2066.003174] Temperl = 13993 \n

.. 2018-06-14 18:12:46.895745 192.168.94.58 192.168.94.9 Syslog 172 USER.WARNING: Jun 14 10:12:48 kernel: [ 2066.0086459] ----kjchen drives C..

.. 2018-86-14 18:12:46.895927 192.168.94.58 192.168.94.9 Syslog 206 USER.ERR: Jun 14 108:12:48 kernel: [ 20866.815435] irq_sync_frame_count(38..

.. 2018-06-14 18:12:46.096069 192.168.94.58 192.168.94.9 Syslog 152 USER.DEBUG: Jun 14 10:12:48 kernel: [ 2066.027461] iav_add frame desc(27..

- 2018-86-14 18:12:46.899364 192.168.94.58 192.168.94.9 Syslog 219 LOCAL1.DEBUG: Jun 14 1@:12:48 GDS3710 [@0:08:82:AB:AE:48] [1.0.3.32]: [t..
2018-06-14 18:12:58.924212 192.168.94.58 192.168.94.9 Syslog 144 USER.INFO: Jun 14 18:13:01 GDS3710 [00:0B:82:AB 8] [1.8.3.32]: SIPSt

. 2018-86-14 18:12:59.104636 192.168.94.58 192.168.94.9 Syslog| 165 LOCALL.INFO: Jun 14 18:13:81 [webs]: [webs]--http_config api.c:http_conf..
.. 2018-86-14 18:12:59.187106 192.168.94.58 192.168.94.9 Syslog| 120 USER.ERR: Jun 14 10:13:01 GD53710 [00:0B:82:AB:AE:48] [1.0.3.32]: Signal..
. 2018-86-14 18:12:59.476159 192.168.94.58 192.168.94.9 Syslog | 149 USER.WARNING: Jun 14 18:13:82 kernel: [ 2079.485681] ##>>mtd_read:[@xddd..
. 2018-06-14 18:12:59.485536 192.168.94.58 192.168.94.9 Syslog| 170 USER.WARNING: Jun 14 10:13:02 kernel: [ 2079.413982] ##>>urite [@x4ddsee..

E =

VAR

S4:

i, Al R, BATBUREARSIH .
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WS |iGSirE | PEsEH [ (e BB
HPiER
BFE 1535
HPE 1588
| D‘% [ TT1 1]
: EEPE 192,168
| fatas
iakfE3E
| e A S A B
Sl FE:
O e — - 1
ORE k| .
o AalE 1
|
1EEE| #11ala.T;match=1;prestip=z; |
|
|
i B |
Cwz [ w& [ eAw ||
———— ———————————————— —_

3.2.22 HFHE

HEP-->FAF A&, AT AEE X B AR T3 . AT DLIE I AR I 18] A1 25 R
I TR LR 26 CAnBlRITT]D T sE /R 2 H &
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018-08-15 17:19:25 5 || e
WiRIHE ¥ ¥ +5 3 SIP S s
2018-06-15 07-01:35 Bl =
L SIPiRSE - 2018-06-15 07:28:58 =0
T 2018-06-15 07:41:54 &l
2018-06-15 07:47:56 =l
A RERS 2018-06-15 08:05:38 EE(ERFEEE)
© SR FTP 182 2018-06-15 08:06:04 Bl
2018-06-15 08:18:30 EEET
2018-06-15 08:18:49 ik
2018-06-15 08:22.22 Lo==
2018-06-15 08:22:42 Bl
2018-06-15 08:48:10 ==
2018-06-15 08:48:30 &l
Eeizea gl
2018-06-15 08:51:13 ==
Frn 2018-06-15 08:51:33 =t
HEE 2018-06-15 08:52:00 BESH
2018-06-15 08:52:25 Bl
2018-06-15 09:07:25 ==
2018-06-15 09:07:44 =8
2018-06-15 09:08:10 EEEH
2018-06-15 09:08:35 &l
2018-06-15 09:11:01 ==
2018-06-1509:11:21 =i
2018-06-15 09:11:47 LS==
2018-06-15 09:12:12 =

3.2.23 Wk B HT

® Web JUHITKE H/)

> A R E R

Yefp-->E JHEE, EiZIM, wE GERIrAEEEE” (niED , AR
B, s R M E B I, g R ZE, WRSEE.
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& ocDpsar1o miz - |

2018-06-14 08:20

R

o EHTES

=i
BsgE

|
L FZARE 2

L SIP s

EERERLSNIATS
SRR R SRS E SR
B SHEmEE

4 REEE

o RS FTP 128

> BRMIZSh, P iR E R E T
Ueyr---->HRREE, AU, EF TEERERMGI A" (D
M EE, WSS EERRE, B8 27 ZE, RESER.

0 SRS

SrisRE
P FHRE -

L SIP RS

=i
& RERE

& HEEEA FTP 28

> BRRAEES, A E KR S
Yegp—>HRQEE, (EIZIIH, EF “EHRFRAEESLSITE "
KD, A EE, NSRS EERXIE, g R ZE, WESEE.

50




WM 4 GDS F B FHEE T (1.0.4.5)
> BRRAERMMg BRI, Pra vl R E R E )
Uepp--->ERQEE, AU, EF “THERMEEGE R G S SN
Hg” (D, Rl EE, NSRS EERGE, ER R 2,
BWHESEE

EG&ES
o s
g
) == [Fremasmn s me s g = |
2 EeE

L SIP RS

B SRS

& RERE

& HEREA FTP 25

® LK

S1: Wil GDSHIYR, iy eirmisl, Hae (s ) HoSrIRs t gt T 18
Pos, WRIRERZIEH T EE. GUEAGAIRGRIZOERE &, TR EMETIEZE
i)

S2: sk bW, T /NERINE (KL 10 #6), BEE RIS ST 2 Mg
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JIINER,  TARRI B 4E 5L 30 A, AEIXBCINARIUIS TR N, ™ 7 258 A e 26 B
FE BN O#IX 3 ML AERATE . AEIXBUN ] N PO e AL RN, B
BN TR IOIZBE, AR IR EER, MASPATIRE N 3RME. HIE
KA, RBEEHTHAT EHAP R,

(1) FANRIESEER] 3 4N5a, waEf AT AW, R RKIRARIR, &
TR RS PGEN 375 “I” , FORRAHIRIVEME, WA IEE RS,
IR AR IER, RGN 7 *o#, IR iiKi)e —Me#E, FonmA
1A, WABEAMRE ) B FpaliE R, P ESATR LB A, 5
wo R RS, HBCR RS, B TLRL

(2) PAE#RAE, SRIRASRENT A

(3) HIANRSHAT TIRE R J5, o —BWE(E-5 2080 E, HP el RUEH
VUG MK 5 2380 5 S e 7% web IRZ5 25 . 1EE Wris D REZLFIH T, web
AN, R

Wiegand input & output pins were detected to cross connect, please break it and reboot device.

SRS P P 122 0 st % W HEL O B 2 AR (R 2, RS B R e, PAfR
UEH AR DI RE IR H BT

3.2.24 Wnfa & FPR R $dE

® KK

Web U -—->¥ddid Ha Rk RS A HdE (AEEN) /25
prafds (WEEEN) , &l “SH7 . TUERME XML ICHE N, 1%
SRR ey K

HiEgir
rEsn Bt = ] L

2 Ao=2da( N8

® KR K-
Web BT —-># 4, midi® A, &HELMHOEHE, EEM,
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HiEtEr

EERR EREEIEREATE)

|

- .
@ 7 3
@Q.\-iﬁi v l ~[4|| z=27 o

| FEwEs B - M @
T L EULGUULK
T WEE 7 Microsoft Offige Word 2007 ...
5= ——] 215KB
msE WEL capture-000b82b92cbe.pcap
s Wireshark ca§ture fi

ol e Bl va= 966 KB

R, Capture-

=g

8 mn WinRAR MRzl

E8s @.) 9000bEzabasdd (i

[F 3o | XML 37

e 3 —| 27.31K8

e cfg000bB2abasdB.aml

p— it ‘ XL S8
i = m:2ke

&, miopEs )

emy - [A], Dosldoox =

WHEN): cig000b82abacd8 (1)xml - |mEz -

3.2.25 e SEBR 5 I FF 1)

N TR Y 2 4, RATRCE ST TS BEA AR L, (BRI &
I, Pelnekooe, @ EGEEa], B R G AT AT R SR IF ], Rl DU =4 3R B i
SE SR [T ORFFIS [R], SXFE— EIFRSRIIFTT, FEREIF I ORI B, [THR R

JFER
R, mER R [IEERCE SR, AL E T Re .

SERIFF]
=T ST v
R RS 5
FHIeHE 2018-11-7 02:58:29 - 20158-11-7 03:03:29

E: BRAERSERR, BUAT &M, PRV ERZIE! !

53




WM 2% GDS AR BFMET (1.0.4.5)

EEXHF

® AN E LGN HiESH KA EM:  http://www.grandstream.cn/
® %L, IHIRITHIRSCREME: 4008-755-751
® UNHSEIN, TEREIFER ARTRIBF: 4008755751@grandstream. cn
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